ONeKTPOHHBIW JJOKYMeHT 3akynku Ne 26-9A2-602

Onucanue 00bEKTA 3aKyNKH

TexHnueckoe 3a/jaHue

Ha OKa3aHHe YCIyT 10 TeXHUYeCKOMY 00C/Ty>KMBaHUIO TOCYJapCTBEHHOM MH(OPMAaI[MOHHOM
cucteMbl «VIHTe//IeKTyalbHas TPAHCIIOPTHAsE cucTema JIumerKou ropo/iCKoi arjioMeparin»

TepMuUHbBI, COKpallleHHsI U OTipe/ie/ieHust

TepMmuH, cOKpalljeHre OnpesieneHue

APM ABToMaTH3MpOBaHHOE pabouee MECTO

KonTtpakt locynapcTBeHHbBIN KOHTPAKT

413 MudopmarpionHas 6e30macHOCTh

UBIT Nctounuk Gecriepe60HOTO MATAHUS

UTC NHrennekryanbHas TpaHCIIOPTHAS CUCTEMaA

WTC JITA VHTennekTyanbHas TpPaHCIIOPTHast cucTeMa JIumnerkoi ropojckoi
arjoMepanuu

ncys3 WNudopmairioHHas cuctema yripaB/ieHUst 3asiBKaMU UCTIOTHUTEIS

oC OneparoHHas cucTeMa

110 ITporpaMmHoe obecrieueHue

CIIO CrieryiaiM3MpoBaHHOE TIPOrpaMMHOe obecrieueHre

ITonb3oBaTenm PaboTHUKY 3aKa34MKa, BBITIOHSIOMIME QyHKIWHY oriepatopa UTC JIT'A

Cp3u CpepcTBa 3amyThl HHGOPMAaIN

Cricrema I'ocyzpapcTBeHHast I/IH(bopMaL]I/IOHEIaH cucrema «HTennexTyanpHas
TpaHCIOpTHas cucTeMa JIumnenKol ropojcKoi araoMepaLmn»

T3 TexHuueckoe 3a/jaHye

o[ IeAtp 06pabOTKH JaHHBIX
LeHTpanbHbIM yIPaB/SIOLIUN ITYHKT, COCTOSIILIUMN U3:

y1 - Lenrp obpabotku sanHbIx (LO);
- APM Ilonw3oBareneii (APM LIYII UTC).

1. O611He TO/I0XKEeHUSs.

WcnonnuTens 00si3aH OKa3aTh yC/AYTH MO TEXHUUECKOMY OOC/TY>KUBAaHHMIO TOCY/IapCTBEHHOMU
vH(MOpMaI[MOHHOW cucTeMbl «WHTe/IeKTyalbHasi TpPAHCIIOPTHasi cucTteMa JIumenkoW TropojcKoi

arjiomeparumn» (nanee — Cucrema), (manee —yciyra) BK/IIOUAOIIYO B ce0s:

Tabmmia Nel
No KosmmuectBo 1
- /1'1 HaumenoBanue eJMHUL[a
H3MepeHust
IpenocTaBneHre HEMCK/IIOUMTENBLHOTO TpaBa (AMLIEH3WM) Ha Hcrosb3oBaHue [10
1 «MaxPatrol VM»* 1 .
PeectpoBas 3anucek B PPTIO Ne10583 ot 27.05.2021
IpenocTaBneHre HEUCK/IIOUWUTENBLHOTO TpaBa (/MLIeH3UM) Ha Hcrosb3oBaHue [10
2 «RUSIEM»* 1 1.
PeectpoBas 3anuce B PPTIO Ne3808 ot 16.08.2017
IMpenocraBneHre HEUCK/IIOUWUTE/NLHOTO TpaBa (/MLEH3WM) Ha UCIo/b30BaHue [10
3 «Kaspersky Endpoint Security gy 6u3Heca CTaHAapTHBIR» * 10 .
PeectpoBas 3anuce B PPTIO No205 ot 18.03.2016
4 YCyru 110 TeXHUUeCcKOMy 00C/TyKMBaHHMIO armapaTHOi yacTh CHUCTeMBI 1 ycu. eg.
5 Ycyru 1o TeXHHUeCKOMY 00C/TYy)KUBAHHUIO MPOTPaMMHOM YacTi CHUCTEMBI 1ycn. en.
IlpenocraBneHuve cepTUdUKaTa Ha KOHCY/JIbTAlMOHHbIE YC/AYTH 110 BOIPOCAM
6 2 wr.
9KCITyaTaluy KoMmmyTaTopa gocryna Eltex — MES2324
7 [penocTaBnenre ceptriduKaTa Ha TpPOAJEHHe TapaHTUHAHOTO O0OCTyKUBAHUS 2 1.




kKommyTaropa gocryna Eltex - MES2324, cpokoM Ha 36 MecsiieB
IMpenocTaBneHue cepTrdUKaTa Ha YCIYTy TI0 OTIIPaBKe 000PY/I0BaHMs Ha TOJJMeHY Ha

8 crepyrommyii pabounii 1eHb B C/lydae BbIXOZA U3 CTPOst KomMmyTaropa goctyma Eltex - 2 .
MES2324

9 IIpenocraBneHve cepTudUKaTa HAa TEXHUUECKYIO TOAJEPXKKY TMPOTrPAMMHOTO 1 e
KOMILIEKCa «3Be3/ja», 0a30Bblil YPOBEHb, 2 NUIEH3HH, Ha 12 MecslieB '

10 IMpepoctaBnenue ceprtudukara Ha conpoBoxaeHue I[10  «Kubep Bakam 1 .

PacivpeHHsbIi»

IMpepocraBnenue cepriduKaTa Ha TEXHUYECKYIO TIOAJEPXKKY C BK/IIOUEHHBIMH
KOHCY/IbTaLMsAMU 10 ucroib3oBanuio [10 «OrepaliioHHasi cCUCTeMa CIieldaibHOTO
11 | Ha3HaueHus «Astra Linux Special Edition»» gns 64-x pa3psigHoii 1iatdhopMbl Ha base 4 .
TIPOLIECCOPHOM apXUTEeKTYPhI X86-64, BapraHT yiLieH3upoBanus «Opesi», s paboueit
craHuuy, Tvn «CtaHgapT», Ha 12 MecsLeB

IIpenocraBnenue ceptudrkata Ha TexHUUeckyro mnoafepxkky I10 «PEJ] OC».
12 | CeptuduuyipoBanHas pepakuus. Koudwurypauuys: «CepBep» (pa3BepThiBaHHE Ha 7 WrT.
BUPTYa/bHbIX MalllMHaX), TUM «CTaHAapTHBIN», Ha 12 Mecs1ieB

ITpenocraBnenue cepTuduKara Ha NPO/IeHHUe TeEXHUUYECKOM MOJ1eP)KKH CepBepPHOro

13 o6opyaoeanus - Cepeep Kraftway Trusted TS2000 (tum 1, 2) 2 .,

14 IMpepocraBnenve ceptudykaTa Ha paclIMPeHHOE CEepBUCHOe O00CTy>KWBaHMe 1 wr
ycTponicTB «AnswerPro SBC» :

15 IpenocraBneHve cepTUdUKaTa Ha TEXHUUECKYIO ITOAIePKKY ypoBHS « CTaH[apTHBIM» 1 wr
Juisi y3ia 6e3onacHocty «Komrmsieke 6e3onacHocty «KoHtuHeHT» Bepcus 4» '
IMpegocraBnenue ceprudurKaTa Ha TEXHUYECKYIO TIOAJEPKKY C BK/IHOUEHHBLIMU
KOHCYJ/IbTallsIMUA T10 MCIonb30BaHui0 [10 «OnepanpioHHas cucteMa CIlerajbHOro

g | masnavenus «Astra Linux Special Edition»» as 64-x pa3psijHoii mnatdopmel Ha 6ase 8 1.

TIPOLIeCCOPHON apXUTeKTypbl X86-64, ypoBeHb 3allUIeHHOCTH «Y CUIeHHbIN»
(«Boponexx»), nOnasi cepBepa [0 2 COKeTOB WM 1 BUPTYaJbHOTO CepBepa, THII
«CranpapT», Ha 12 MecsilieB
*B coomeemcmesuu ¢ nynkmom 1 uacmu 1 cmambu 33 @edepanbHozo 3akona om 05.04.2013 Ne 44-D3 «O koHmpakmHol
cucmeme 8 cpepe 3aKynok moeapos, pabom, yciye 0415 obecneueHus 20Cy0apCmeeHHbIX U MyHUYUNAAbHBIX Hy}HCO», 8 Yeasix
obecneueHust cosmecmumocmu € uMerwuMucs u (QyHKyuoHupylowum y 3akasuuxka I1O, npednodiceHue 3KeueaseHma Ha
YyKazaHHoe 8 noonyHkmax 1-3 mabauybt Nel nyHkma 1 Hacmosiuje2o mexHuueckozo 3adaHust ITO He donyckaemcsi.

Llenbio OKasaHUs YCIyT SIBISIETCS HafEXHOe U 3QdekTrBHOE GyHKIMOHUPOBaHHe CHUCTEMBI 3a
cuéT obecrieueHus eé becriepeOoiiHON paboThI, COOJIOeHNs TpeOOBaHKI 3aKOHO/IaTe/IbCTBA U CTaH/IapTOB
WH(HOPMAIMOHHOH 6e30MacHOCTH, CBOEBPEMEHHOT'0 YCTPAHeHHUsI MHI[H/IEHTOB, TIO/IZIEPKKH T10/Th30BaTe el
U TIPOBe/IeHUsI TUVIAHOBBIX MPO(PUIAKTUUECKHX M Per/laMeHTHbIX paborT.

2. Ycayry 1o mnpefoCTaBlieHUI0 HEMCK/TIOUWTEeTbHBIX TIpaB (JIMLeH3uM) Ha ucronb3oBaHue [10,
yKaszaHHOTO B moAmyHKTax 1 — 3 Tabsunpbl Nel myHkTta 1 Hacrosimero T3, Takke BK/IHOUarOT B cebs
ycTaHOBKY faHHOTO 1O Ha cepBepHbIe MOIIHOCTH 3aKa3uMKa. Xapakrepuctuku [10 yka3aHbl B Tabsuie
Ne2 HacTosiero T3:

Tabsura Ne2
Ne 11/11 HavmeHoBaHue yciyry, Koz nosunmu KTPY, KonmuecTBo U efivHULIA U3MepPeHUs YCIIYTH,
XapaKTePUCTUKU YCIYTH 3HaueHue XapaKTepUCTUKH yC/IyTH
1 [TporpammHoe o6ecrieuenre MaxPatrol VM ** 1 e
) (KTPY 58.29.11.000-00000003) )
1.1. | Bup munensuu IlpocTas (HeMCcKIIouUnTeNbHAS)
12 Kracc riporpamm fisist 371eKTpoHHBIX BhiurcuTenbHbiX | (03.17) CpeacTBa aBTOMAaTH3al[|MK MTPOLIECCOB
" | mammmH 1 6a3 JaHHBIX MHGMOPMaIMOHHON 0e30T1aCHOCTH
1.3. | Crocob npesjocTaBieHus Konwusi 351eKTpoHHOr0 3K3eMIuisipa
1.4. | Cpok npefocTaB/ieHUs 12 mecsueB
5 ITporpamMmHoe ob6ecrieuerre «RuUSTEM»** 1 wryKa
) (KTPY 58.29.11.000-00000003)
2.1. | Bug munensun ITpocTas (HEMCKIIOUHTE/TbHAS)




29 Kiacc mporpaMm [ij1s1 3/IeKTPOHHBIX BBIUUC/IUTE/IBHBIX (03.02) CpepnctBa yrpaB/eHusi COOBITUSIMU
" | mamvH 1 6a3 JaHHBIX HMHGOPMAI[MOHHOM 0e30MaCHOCTH
2.3. | Crocob nipepocTaBieHust Kornus 371eKTpoHHOT0 3K3eMIuisipa
2.4. | Cpok npefocTaBieHus 12 mecsieB
IMporpamMmHoe obecrieuerue «Kaspersky Endpoint
3. Security asist 6u3Heca CTaHjapTHBINA» ** 10 mTyk
(KTPY 58.29.11.000-00000003)
3.1. | Bup nvueHsun ITpocTas (HEMCKIIOUNTETbHAS)
39 Kacc nporpamm /ijist 5/1eKTPOHHBIX BHIUMCUTENbHBIX (03.06) Cpe/iCTBa aHTHBPYCHOI 3aLTH
MarvH 1 6a3 JaHHBIX
3.3 | Criocob npefiocTaB/ieHust Komnust 5/1eKTPOHHOT0 5K3eMIlIsipa
3.4. CpoK npeioCTaBIeHUsI 12 mecsiieB

**0O6ocHOBaHMe HeOOXOMMOCTH HCIIO/Ib30BaHUS JIOTIOJIHUTEIBHON MH(OPMALMY, @ TaKXKe JIOTOJHUTE/IbHBIX NOTPeOUTENbCKUX
CBOMCTB, B TOM 4Hc/e (YHKLMOHAAbHBIX, TEXHWYECKHUX, KauyeCTBEHHbIX, SKCIUIyaTal[iOHHBIX XapaKTepUCTHK YC/IYyr, KOTOpble He
TIpelyCMOTPeHbl B TIO3ULMHM KaTajora TOBapoB, paboT, ycayr [yisi obecrieueHUss TOCYAapCTBEHHBIX M MYHHIMIIAIBHBIX HYX[, a Takke
WCIIO/B30BaHMS JIDYTUX TOKa3aTeseld, TpeOOBaHWM, YCIOBHBIX 0003HaYeHWH M TEPMMHOJIOTMM He MpeyCMOTPEHHBIX TeXHUYeCKUMH
perJylaMeHTaMH, TIPUHSTBIMHE B COOTBETCTBHH C 3aKOHOZaTesibcTBOM Poccutickoit deziepaniyivi 0 TeXHHUECKOM pery/IMpOBaHNH, JOKyMeHTaMH,
TIPUHATBHIMY B COOTBETCTBUH C 3aKOHOZATebCTBOM Poccuiickoii Pefieparjiy 0 cTaHAapTH3aLUN.

BBuay TOro, UTO Katajor TOBAapoB, paboT, yciyr AJist obecrieueHust roCyJapCTBEHHbIX U MYHHLIMMATBHBIX HYXK], TEXHHUECKHEe
perjaMeHThbl, CTaHZApThl M UHble TpebOBaHMSA, NpeyCMOTPEHHble 3aKOHOJATenbCTBOM Poccuiickoii Pefepanud 0 TeXHUYECKOM
peryavMpoBaHuY, O CTaHJAPTH3alliM He MOTYT B IOJIHOW Mepe OXBAaTUTb BCe HeOOXOJMMBbIe 3aKa3uMKy TeXHHUEeCKHe, (QYHKIMOHAIbHbIe
XapaKTePUCTHUKH YCIyT U KaueCTBeHHbIE XapaKTePUCTUKK 00beKTa 3aKyrku — [Iporpammuoe obecrieuenue (KTPY - 58.29.11.000-00000003),
HacTosilee T3 COAEPXKUT JIOMOJHUTE/NBHYIO HMH(OPMALMIO, a TaKKe [OMOJHUTE/bHbIe MOTpeOUTe/bCKMe CBONCTBA, B TOM 4YHCJIe
(GyHKLMOHA/IbHBIe Y KaueCTBEeHHbIe XapaKTePUCTHUKK YC/IyT, KOTOpble He MpeAyCMOTPeHbI B MO3ULIMK KaTajora TOBapoB, paboT, ycayr Ajs
obecrieueHHs TOCY/IapCTBEHHBIX U MYHHLIMIIANBHBIX HY)K]I, @ TAK)Ke HHBIe TT0Ka3aTe/iy, TpeboBaHusl, yC/I0BHbIe 0003HaueHNsl U TEDPMUHOJIOTHIO
He TIpeflyCMOTpeHHble TeXHHUeCKMMU perjiaMeHTaMH, NMPUHSATBIMA B COOTBETCTBHMH C 3aKOHOZaTesnbcTBOM Poccuiickort epeparyu o
TeXHUUECKOM peryIMpoBaHUM, [JOKyMeHTaMy, INPUHATBIMM B COOTBETCTBMM C 3aKOHOZaTelbCTBOM Poccuiickoii ®Pesepayyu o
CTaH/|apTH3aLlx.

5. Ycayru 1o TeXHUUeCKOMY 00C/Ty>KUBaHHIO arirapaTHoi yacTy CUCTeMbl BK/TFOUAIOT B ce0st:

5.1.  CorpoBoxXJeHWe  SKCIUTyaTallud W aJMUHUACTPYMpOBaHWe  (yHKIIMOHUPOBAHUS
BbIUMCUTeTbHOU MHGpacTpykTypsl LIYTI u LIO/I.

5.1.1. BoccTaHoB/ieHre paboTOCIIOCOOHOCTH:

- TIpOBe/ieHUe JUArHOCTHKH, He0OXO0AUMOM [jis JIOKaIU3aliu MPoOIeMbl;

- BOCCTaHOBJIeHHe pabOTOCIIOCOOHOCTH ITyTéM BBITIOJTHEHUST HEOOXOJWUMBIX HACTPOeK, TIpH
HeoOX0IUMOCTH BOCCTAaHOB/IeHHE KOH(MUTYPAL[UK U3 Pe3ePBHOU KOTHH;

- obpaijeHre B CIy>KOy TeXHUYECKOW TMOAJEP)KKA TPOU3BOAUTENST M COBMECTHas C HUMU
JTUAaTHOCTHKA, U BOCCTAHOBJIEHHe pab0TOCITOCOOHOCTH (TIpH HEOOXOAUMOCTH);

- TIpefiocTaBieHre WH(OpPMALMK 3aKa3uuKy O pe3yJsibTaTtaX paboT U MpUYMHAX BO3HUKHOBEHWUS
TIpO06JIeMBI.

5.1.2. IIpoBeseHre 0OHOBIEHUIA:

- OLlEHKA BO3MOXXHOCTM UM  He0oOXOAMMOCTA TIpOBe/leHHs OOHOB/IEHWSI  KOMITOHEHTOB
BbIUMC/IUTEbHOM UHPpacTpykTypsl HO u LIYTI;

- TIO 3aBepIIIeHHI0 Tpoliecca 0OHOBJIEHUS UCIIOJIHUTE/Th BEPUPULIMPYET COCTOSIHHE KOMITOHEHTOB
BBIUMCIUTETBHOM HHPpacTpykTypbl IO/ u LIYTI Ha peameT paboTocrnoco6HOCTH;

- 0OHOBJIEHUsI TIPOU3BOJATCS UCIIONIHUTE/IEM B paMKax 00béMa KOMITOHEHTOB BBIUHC/IUTETHHON
uH@pacTpykTypsbl LO/ u LIYTI 1 TexHUUECKOW TOJIeP>KKU TTPOU3BOJUTEJIS.

5.1.3. PernameHTHO-TIpOUIaKTHUECKHE PabOTHI:

5.1.3.1. NnxenepHasi undpacrpykrypa IO u LJYII:

- TIPOBepKa 1[eJIOCTHOCTH, COCTOSTHUSI, YACTOThI, KabeTbHOM OpraHu3aliy CepBepHOro Ikada;

- TIpoBepKa (MKCALMH, OTCYTCTBHE TTOBPEXXAEHUM/HaTsOKeHNs1 KabesTbHON CHCTEeMBI;

- BU3ya/bHbIA OCMOTP KOHTaKTOB, KperyieHus PDU / pacnipefienvresneil muTaHus;

- BU3Yya/IbHBIN OCMOTP KOHTAKTOB, MHAMKaLuu VIBIT + 6aTapeiiHblie 6/10KY;

- pacivpeHHas quarHocTvka MBIT + GarapeiiHbie 0/10KY;

- TeCcTHpOBaHMe 1o/ Harpy3koi MBII + GaTtapeliHbie 6710KH;

- BU3yasbHbIA OCMOTP MHAMKaLMK KVM-KOHCO/IB;



- TIpOBepKa COCTOSIHUS TeMITIepaTypPHOrO PeXMMa B CTOMKe U YPOBHS BII&KHOCTH.
5.1.3.2. APM L1 YTI, cereBoe u cepBepHoe obopyaoBanue IO u LIYTI:

- BU3Ya/IbHbIA OCMOTP COCTOSIHUS, UHWUKALIMA KOMMYTaTOpPOB;

- mipoBepkKa 3arpy3ku CPU/RAM, omrb0K Ha ropTax, JIoroB KOMMYTaTOPOB;

- mipoBepka Bepcutii [10, Tabmwmiy mapiipyTtusaiuin/ARP/CAM KOMMYTaTOPOB;

- aHa/ju3 JIOrOB, MPOBEepPKa UHTep(eiicoB MapIlIpyTH3aTopa;

- TIpOBepKa MapIpyToB, ooHoBieHui, NTP/SNMP mapiipyTtusaropa;

- JMAarHoCTUKa KaHasaoB cBsi3u LIO/] mapiupyTtusaropa;

- [MarHoCTHKa UHTepHeT-KaHajla MaplLIpyTU3aTopa;

- BU3ya/IbHbIM OCMOTP COCTOSIHUS, UH/IMKALIUK CEPBEPOB;

- npoBepka JaTuukos, joros iDRAC/iLO/IPMI, RAID, SMART, 3arpy3ku cepBepos;
- TpOBepKa COCTOSIHUSI HAKOTIUTe el CepBepOB;

- IIpOBepKa HaCTPOeK, TeCT OTKa30yCTOMUMBOCTU CePBEPOB.

5.1.4. JlokymeHTaLus:

aKTya/nu3alysi JOKyMeHTAL[uH, B COCTaBe: TaO/IWIja COeJUHEHUM W TOJKIIOUeHWH; ruiaH IP-
aZipecaljuu; cxeMa OpraHu3aliiyi CeTeBOU CBSI3aHHOCTH.

5.1.5. AJMMHUCTpUpOBaHMe TIOJUTHK U KOH(UIypaluii KOMIIOHEHTOB BBbIUMC/IUTE/IbHON
uHpactpykTypsl IO u LYII:

5.1.5.1. nxeHepHas undpactpykrypa IO/ u LI YII:

- BbISIBJIEHUE HEeHCIIPABHOCTH UH)KeHePHON UH(PaCTPYKTYPbI;

5.1.5.2. CeteBoe u cepBepHoe obopyoBanue LIO/] u LIYTI:

- BbIsIB/IEHMe HEMCIIPAaBHOCTU CETEBOT0 U CepBepHOro 060pyioBaHus;

Ycnyru npefocTaB/sAOTCA UCIIOJIHUTEIeM I10 3arpoCcy 3akKa3udka. B cilydae eciu BBINOJIHEHUe
orepalyM  COMPSDKEHO C M3MEHEHWEM TPOU3BOJUTENbHOCTM  KOMIIOHEHTOB  BBIYMC/IUTE/IBHOMN
UH(PaCTPyKTypbl W/WIM H3MeHEHHeM COCTOSIHUSI [JOCTYIHOCTU OJHOTO WM HeCKOTbKUX CepBHCOB
KOMITOHEHTOB BbIUMC/IATEILHOW UH(PACTPYKTYPhI, UCIIOJIHUTE/b 00s13aH COTJiacoBaTh JaHHbIe paboThI C
3aKa3yvkoM, yKa3aB eMy IUIaHWPYeMbIii TIpOCTOM B paboTe KOMIIOHEHTOB BBIUMC/IUTEIbHON
VMH(PaCTPYKTYPHI.

5.2. [IlepeueHp o00bekTOB ammapaTtHOW uYacTd CHCTeMBI, TIOAJIEXKAIUX TEXHHUUECKOMY
00C/Ty>KUBaHUIO cofiepKUTCs B Tabuiie Ne3 HacTosiero T3.

Tabsmria Ne3
No KonmuuectBo n
- /;1 HaunmeHoBaHMe eVHULIA
H3MepeHus
1. Cepeep Kraftway Trusted TS2000 KPIIE.466535.108-40 (tun 1) 1 .
2 Cepeep Kraftway Trusted TS2000 KPITE.466535.108-40 (Tum 2) 1 .
3. Cepgep cepun UTINET TM®I1.466219.024 (tum 4) 2 IIT.
4. Cepgep cepuu UTINET TM®I1.466219.023 (tum 5) 1 wT.
5. Cepeep Tpunutu ER225R-M7 M2450122(turl) 1 .
6. KommyTtaTop pocryna Eltex — MES2324 2 IIT.
[Ikad kommyTarmonHbIi Panduit D-Type (DNE6822B) (2311mMm x 600MM x
7. 1 .
1200Mm
8. Vcroynuk becriepeboriHoro muranus Ippon Innova RT 1T 10000, 10000BA 1 wrT.
9 HNctounuk Gecriepeboiinoro muradus Ippon Back Basic 1050 (a1 APM 3
) [Tonb3oBaTeist) )
10. Vcrounuk becriepeboriHoro mutanusi (ay1si APM Ilosib30Batesis) 1 .
11. KVM xkoncosis ¢ nepekmoyareneM ATEN CL5708IM / CL5708IM-ATA-RG 1 wT.
12 AsTtoMaTi3rpoBaHHoe pabouee Mecto Miditower Aerocool <SI-5100 Black> 3 r
) ATX 6e3 BIT (APM I1VYII) '
13. ApTomatu3upoBaHHoe pabouee Mecto 7 3700X OEM (APM LIYII) 1 .
ABTOMaTH3upoBaHHOe pabouee Mecto «APM AmunucTpupoBaHue» (APM
14. 1 wr.
Cp3N)
15. ABToMaTu3npoBaHHOe pabouee Mecto «APM Ynpasnenue» (APM Cp3U) 1 .
16. ¥3en 6e3onacHocTr «Kommiekc 6esonacHoctr «KoATruHenT» Bepcusi 4 1 .




Amnmaparsas niatdopma [IPC-R1000. ITYC.
17. YcrpotictBo «AnswerPro SBC» 29 1.

6. YCIyrd 1o TeXHUUeCKOMY 00C/Ty>KMBaHUIO IPOrpaMMHOM YacTi CHCTeMbI BK/TFOUAIOT B CeOst:

6.1. O6cnyxuanue Cp3U uadpactpykrypsl LIYTI u LHO/.

6.1.1. BocctaHosieHre paboTOCIIOCOOHOCTH:

- TIpoBejleHHMe ANAarHOCTUKH, He0OX0IUMOM AIJIs JIOKa/TU3al[uu 1po0/ieMbl;

- BOCCTaHOBJIeHHe pabOTOCIIOCOOHOCTH ITyTeM BBIMIOJHEHUS] HeOOXOJWUMBIX HACTpOeK, IIpH
HeoOXOIUMOCTH — BOCCTaHOB/IeHHE KOH(MUTYPAL[UU U3 Pe3epBHOM KOTINH;

— oOpameHue B Cy)KOy TeXHUYECKOW TIOAJEP>KKU TIPOU3BOAWTENST U COBMECTHas C HUMH
JUarHOCTHKA, U BOCCTAHOBJIEHHe pab0TOCITOCOOHOCTH (TIpH HEOOXOAMMOCTH);

npefiocTaBieHre WH(OpMalMK 3aKa3uuKy O pe3ysbTaTaX paboT ¥ TPUUMHAX BO3HUKHOBEHHS
1Ipo0JieMbI;

6.1.2. TIpoBeseHre 0OHOBIEHUIA:

- OLlIeHKa BO3MOXXHOCTU ¥ HeobXoMMOoCTH TipoBesieHust o0HoBneHus1 Cp3U;

- TI0 3aBepIleHHIO0 Tporiecca OOHOBEHUS WCMONMHUTeNb Bepuduimpyer cocrosHue Cp3U Ha
rpegMeT paboToCIoCOOHOCTH;

- oOHoBieHMe (TIpOAJIeHre) CePTU(PHUKATOB TEXHUUECKOW TO//IePKKH B COOTBETCTBUM C 00BEMOM
Cpe/CTB 3all[UThl U YPOBHEM TeXHUUECKOU TO/IeP>KKH TTPOU3BO/IUTEISI B paMKax 00beMOB, YKa3aHHBIX B
noAmyHKTax 6 - 16 Tabmurpl Nel mynkra 1 HacTosimero T3.

6.1.3. PerslameHTHO-TIpoHIaKTHUECKKEe PAabOThI:

6.1.3.1. CpenCcTBO aHTUBUPYCHOM 3allJUThI:

- KOHTPOJIb aKTyanu3alu 00HOB/IeHUs 6a3 BUPYCHBIX CUTHATYD;

- KOHTPOJIb COCTOSIHUSI CTaTyCa aHTUBUPYCHOM 3allJUThl KOHEUHBIX YCTPOWCTB;

- KOHTpOJIb CPOKa JieHCTBUS JIULIeH3Ul;

- ayJIUT )XypHaJIOB CepBepa a[MUHUCTPHPOBAHUS;

- pe3epBHOe KOMMPOBaHWe KOH(PUrypaLyy cepBepa aJIMUHHACTPUPOBAaHMUS;

- obHoBnieHue Bepcuu [10 Ha areHTax;

- obHoBneHue Bepcuu [10 Ha cepBepe aJMUHUCTPHUPOBAHMUS;

- KOHTPOJIb COCTOSIHMS uHTerpauuu ¢ SIEM cucremoii.

6.1.3.2. CpeacTBO aHa/IM3a 3alUILEHHOCTH:

- KOHTPOJIb aKTyaM3auu 00HOBIeHHs 0a3 ysI3BUMOCTeH;

- WHBEHTapu3alys aKTUBOB;

- KOHTPOJ/Ib (POPMHPOBaHUSI OTUETOB;

- 00OHOBJIeHe KOMITOHEHTOB CHCTEeMBI;

- CKaHMPOBaHUe B PeXXHMe IIeHTeCT;

- CKaHUPOBaHME B PeXXHUMe ayJuT;

- pe3epBUpOBaHMe KOH(QUrypaLUy.

6.1.3.3. CucreMa perucTpaiyiy coObITHI 6e301MaCHOCTH:

- KOHTPOJIb MOJK/TFOUEHHBIX UCTOYHUKOB COOBITUN;

- aHaym3 cpaboOTOK MpaBU/ KOPpessLKY (aBTOMaTHUeCKH BbISIBJIEHHbIX UHLIW/EHTOB);

- 0OHOBJIeHME KOMITIOHEHTOB CHUCTEMBI;

- pe3epBUpPOBaHUE KOH(PUTypaLiu.

6.1.3.4. CucremHoOe U crierjyanbHoe porpaMMHoe obecrnieuenve 11O/ u LIYTI:

- MpOBepKa COCTOSIHUS KJ1acTepa, JIoros, pecypcoB BM I10 «3Be3na»;

- mpoBepka 1mabsoHoB BM, nomutuk 63karios 10 «3Be3zma»;

- obHoBnenue raatdopmel [10 «3Be3mar;

- TIpoBepKa 0OHOBJIEHHIA JIOTOB, pecypcoB, cepBrcoB Astra Linux / PE/] OC;

- yCTaHOBKA HAaKOMUTe/IbHBIX 00HOBIeHMH, ipoBepKa SELinux/mommrtuk Astra Linux / PE[T OC;

- peBU3Usl CUCTEMHBIX MOJIMTHK, cepTudrkaroB Astra Linux / PELl OC;

- obHoBsieHre OC ¥ CUCTeMHBIX KOMITOHEHTOB.
6.1.4. AAMUHHCTPUPOBaHUe MOMUTHK U KoHburyparmii Cp3U, HOJ u L YTI:



6.1.4.1. CpesCTBO aHTUBUPYCHOM 3allJUTHI:

yCTaHOBKa/yaneHue areHToB U 110 cpeicTB 3alUThl;

(dopmMHpOBaHKe U aKTyaau3aLus MOJUTUK aHTUBUPYCHOM 3alljUThI;

(dopMrpoOBaHWe, aKTyanau3alusi, HaCTPOWKa MepuouYeCcKUX LIeHTPa/lIM30BaHHbIX U JIOKaIbHBIX

3ajiau;

(¢opMrpOBaHKe U HACTPOWKAa KOH(UrypaLu LieHTpa yIipaB/eHHs aHTUBUPYCHOW 3all{UTOM;
yIipaB/JeHue YUETHBIMM 3allMCsMU M0/1b30BaTe e, HaCTPOMKA PoJsiel U MpaB [JOCTYIIa;
HaCTpoOMKa yBeJJOM/IeHUH, paBu/l 00pabOTKH UHLIMEHTOB U UCK/TIOUeHUIA;

- TIOATOTOBKA OTUETOB C MCIO/Jb30BaHMEM BCTPOEHHOro (yHKIMOHa/la LieHTpa yIpaB/eHus
QHTUBUPYCHOM 3all{UThI;

- aKTHBalLYs JULIeH3UOHHBIX KJII0Uel, NpeloCTaB/IsseMbIX 3aKa3uMKOM;

- HaCTpoOMKa WHTerpalMd C BHEIIHMMU cucTeMamMd (B pamkax wumeroumxcsa B [IO
(YHKLIMOHA/IbHBIX BO3MOKHOCTEN 1 JIML|eH3MOHHBIX OrPaHUYEeHU]).

6.1.4.2. CpencTBO aHa/iv3a 3alUILEHHOCTH:

- yIpaB/ieHHe YUETHBIMM 3alliCAMU M0/1b30BaTe/el, HaCTPOKKA poJsiel U MpaB [OCTYIIa;

- KOH(UWrypauus napaMmeTpoB MOJUTUK CKAHUPOBaHUS, paCliMcaHui U npoduse;

- HACTpPOWKa MCTOYHUKOB 00OTaIleHus;

- ympaBJieHHe KOH(Urypalei Ko/IJeKTOPOB U UX CUHXPOHMU3aL[ell C OCHOBHBIM SIIpOM;

- CO37,aHMe OTUETOB I10 3a1pocy;

- CKaHMPOBaHUeE B PEXXHMe TeHTeCT (BHe perjiaMeHTa);

- CKaHMPOBaHME B Pe)XHUMe ayJuT (BHE perjiameHTa);

- aKTHBaLYs JULIEH3UOHHBIX K/II0UeH, MpeoCTaB/IsieMbIX 3aKa3uuKOM.

6.1.4.3. Cucrema perucrpanuy COObITHI 6e30M1aCHOCTH:

- CO3/laHue U yripaBJieHWe cepBrcamu coopa cobbituii Ub;

- yIpaB/ieHHe YUETHBIMM 3alliCAMM M0/1b30BaTe/el, HaCTPOKKA pPoJsiel U MpaB [OCTYIIa;
CO3/laHHe U ympaBjieHWe TMOJK/IIOUeHUSIMA K CMEXHBbIM CHUCTeMaM WU MOJYJ/sM (B pamKax
umerouxcs B I1O QyHKIMOHANIBHBIX BO3MOXXHOCTEH U JIMLIEH3MOHHBIX OrpaHUUeHUH);

- aKTHBaLYs JULIEH3UOHHBIX KJIIOUeH, Mpe/loCTaB/IsieMbIX 3aKa3uMKOM;

- HaCTpOWKa yBeJJOM/IeHUH 1 0TUeTOB 0 pabore CUCTEMBI;

- ajanTauys KOppessiiuOHHOU JIOTHKY;

- CO37,aHHe NTPaBWJI KOPPeJISLUHU I10 3alpoCy 3aKa3uMKa;

- KODPEeKTHPOBKa JIOTWKH paBu/Ia 0 3anpoCy 3aKa3uMKa;

- TIOZIK/TFOUeHMe HeTUTIOBOT'O MCTOYHMKA (J0pab0oTKa MpaBr/I HOPMar3aljyn);

- KOHCYJIbTAalJUOHHOE pearvpoBaHye Ha MHLMAeHTbl Vb (aHanu3 mojo3peHrii Ha WHLMEHTHI,
TIOMOLLIb B pearnpoBaHuH).

6.1.4.4. CpenctBo KpunTorpaduueckou 3alyThl UH(pOpMaLUU:

- yIpaB/ieHHe YUETHBIMM 3alliCAMU M0/1b30BaTe/el, HaCTPOKKA pPoJsiel U MpaB [OCTYIIa;
r3MeHeHHe KOH(puUrypauuu / fobaBieHue / iepeHacTpoiika KOHeUHbIX YCTPOMCTB;

- W3MeHeHMe KOH(Urypauyu / ;obaBieHue / IepeHacTpPOiiKa cepBepa;

- KOHTpOJIb COCTOSTHUS MOAKIH0UeHus1 ycTpoiicTB AnswerPro SBC;

- obOHOBnieHWe Kioue yctpoiictB AnswerPro SBC u cepBepHbix KomroHeHToB CK3U
«AHceplTPO VideoGuard»;

- obHoBsieHre OC ¥ CUCTEMHBIX KOMITOHEHTOB KOHEUHBIX yCTpoicTB AnswerPro SBC;
o6HoBneHre OC u cucteMHbIx KoMrioHeHToB APM Cp3U;
pe3epBHpOBaHUe KOH(PUTypaLjuy;
- oOHOB/IeHMe TIPUK/IafHBIX KoMIioHeHToB KpurntolTPO;
- obHoBieHMe TipuK/aAHbIX KoMoHeHTOB CK3U «AHcepITPO VideoGuard».
6.1.4.5. MexxceTeBOM 3KpaH:
- yIpaB/ieHHe YUETHBIMM 3alliCAMU M0/1b30BaTe/el, HaCTPOKKA posiel U MpaB [OCTYIIa;
Jo0aByieHre HOBBIX MPAaBUJI 1OCTYTIA;
peJlakTHpOBaHKe CyIleCTBYOLIel ITOJIMTUKW/TIPAaBUII JOCTYTIa;
“3MeHeHue HacTpoek [P-afgpecaiuy;



- W3MeHeHHe HaCTpOeK AMHaMU4YeCKOW MaplIpyTH3allii, U3MeHeHHe CeTeBbIX HaCTPOeK;

- HaCTpOMKa WHTerpalyMid C BHEIIHMMU cucTeMamMd (B pamkax wumetroumxcsa B [IO
(YHKLIMOHA/IbHBIX BO3MOKHOCTEN 1 JIML|eH3MOHHBIX OTPaHUYEeHUN).

6.1.4.6. CucremHoe U crieljanbHOe rporpammHoe obecrieuenue O u LIYTI:

- obHoBieHue TuiaThopmel [10 «3Be3nax;

- yCTaHOBKa HaKOMUTeIbHbIX 00HOBIeHuH, rnpoBepka SELinux/momuTuk Astra Linux / PE[l OC;

- yCTpaHeHMe BbISIBJIEHHOU (3asiB/ieHHOM) HercrpaBHocTh OC u T10;
BHeceHUe u3MeHeHui B HacTpoiiku OC u I10;
pasBépThIBaHMe U HacTporika HoBou OC.
6.1.4.7. Cructema pe3epBHOI0 KOIMUPOBAHUS:
- yCTpaHeHMe BbISIBJIEHHOU (3asiB/ieHHOM) HercnpaBHocTh OC u T10;
- BOCCTaHOBJIEHHE [JaHHBIX U3 pe3epBHOM KOIHY;
- BHeCeHVe U3MeHeHUU B HaCTPOMKH 3a/laHus Pe3epBHOI0 KOITUPOBaHUS;
HaCTPOMKa HOBOI'O 3a/|JaHus pe3epBHOT0 KOMMPOBaHMUSI.

6.1.4.8. APM L1 VYTI, cereBoe u cepBepHoe obopyaoBanue LIO/] u LIYTI:

- obHossieHue 10, TecT pe3epBUPOBaHUSI KOMMYTaTODOB,;

- BHeCeHHe M3MeHeHUH B KOHQUT'YPaL[fI0 CeTeBOro M CepBEPHOr0 000PY/I0BaAHUS;

- obHoeneHue I10 mMapuIpyTU3aTOpa;

- 0OHOBJIeHMeE TIPOIIMBOK CEPBEPOB;

- obHoeneHre OC u cucTeMHbIX KOMIIOHeHTOB APM LIVYTI;

- 0OHOBJIeHMe TIPOIIMBOK CEPBEPOB;

- KOHTPOJIb MPaBU/ MapIIpyTHU3aLU;

- KOHTpOJIb npasuin MC3;

- KOHTPOJIb JOCTYITHOCTH KaHasOB CBS3H;

- pe3epBHOe KOIIMPOBaHUe;

- oOHOBJIEHME.

6.1.5. TexHuueckoe oOCTy)KMBaHME U COZIEP>KaHUe OTepalfioOHHON cucTeMbl «Astra Linux Special
Edition»:

- yCTaHOBKA HaKOMUTE/bHBIX 00HOB/IeHUH, rpoBepka SELinux/mommtuk Astra Linux;

- yCTpaHeHMe BblIsIB/IeHHOM (3asiByieHHOW) HencrnpaBHocTU OC u [10;

- BHeceHue usMeHeHuM B Hactporiku OC u I10.

6.1.6. Cucrema pe3epBHOI0 KOMMPOBaHUS:
TpOBepKa XPaHW/INIL] ¥ CKOPOCTH CHCTEeMbI pe3epBHOr0 KorupoBaHus «Kubep bakar»;

- miosiHasi peBu3us cxeMbl 03kamoB (RTO/RPO) cuctembl pe3epBHOr0 KomupoBaHHUs «Kubep
bakarn».

6.2. Yciyru no conpoBOXIeHUI0 U afMUHUCTpUpoBanuto CITO Cucremsl.

6.2.1. BoccraHoBneHue paboToCcrocoOHOCTH:

- TIpOBeJ/leHUe JUArHOCTHKM, HeoOX0AUMOM /Jisl JIOKaIr3aLyu MpoosieMbl;

- BOCCTaHOBJIeHHe paboTOCIIOCOOHOCTH ITyTéM BBIMIOJHEHUS HEOOXOJWUMBIX HACTpOeK, IIpH
HeoOX0/IMMOCTH BOCCTaHOB/IeHNe KOH(UTYpPaL[UU U3 Pe3epBHOM KOTHH;

- TIpefjocTaB/ieHre MH(GOPMALUM 3aKa3yvKy O pe3ysbTaTax paboT W MpUUYMHAX BO3HHUKHOBEHHUS
npobJiembl.

6.2.2. TIpoBesieHie 0OHOB/IEHHIA:

- OLlIeHKa BO3MOXXHOCTH U He0OX0/IMMOCTH TpoBeZieHHsi 00HoB/eHus1 KomrioHeHToB CITO «CkaHep
HUTC»;

- TIO 3aBepIlIeHHI0 Tpoliecca 0OHOBJIEHUS UCTIO/IHUTE/Tb BePUPULIMPYET COCTOsIHHAE KOMITOHEHTOB
CITO «Ckanep UTC» Ha mpesMeT paboTOCTIOCOOHOCTH.

6.2.3. PernameHTHO-TIpOdM/IaKTHUECKHe PabOThI:

6.2.3.1. Yciayru mo TexXHHUUeCKOMY OOC/TyKMBaHMIO W Toajepkke paborocroco6Hoct CITO
«Ckanep UTC»:

- MOHHUTODPUHT Y JJMarHOCTHKA COCTOsIHUSA (AHanms);

- oOHOBJIEHUe U yTipaB/ieHue BepcusiMu (AKTyanu3aiiys);



- MHHOpPHbIe U MaXOPHbIe 0OHOB/IEHNS;
- 0OHOB/IeHNe 3aBUCHMOCTEN.

6.2.3.2. Ycoiyru mo TeXHWYeCKOMY OOCTY)KMBaHMIO U TOZep)kKKe paboTocrocobHOCTH 6a3sbl

nmannbix CITO Ckanep UTC:
- poTauys U apXyBaLys JIOTOB;
- ONTUMMU3ALUS U OUMCTKA;
- OUMCTKa KJIIen;
- pedparmenTanus/BakyymupoBanue b/1;
- TIpOBepKa pe3epBHOI0 KOMMPOBaHUSI U BOCCTAHOBJIEHMUS;
- TIpOBepKa >XypHas0B COObITHI (JIOTOB);
- TIpOBepKa 1|eJIOCTHOCTH JJaHHbIX;
- aHaju3 MeTPUK NPOM3BOJUTE/IbHOCTY;
- ycTaHOBKa 0OHOBJIeHHI Oe30macHOCTH (TIaTuei).

6.2.3.3. Ycnyru 1o TexHuUecKoMy 00c/Ty>kuBaHUI0 U pezepeupoBanuto CITO Ckanep UTC:

- TEeCTOBBI 3amyCK 03Karia;

- KOHTPOJIb PACITUCAHMUSI;

- TIpoOHOe BOCCTaHOBJIEHUE,;

- TeCTHPOBaHUeE T0C/Ie TPOPHUIAKTHKY;
- smoke-TecThbl;

- TIpOBepKa CBsI3ei.

Ycyru npefoCTaBistOTCSl UCIIO/IHUTE/IEM TI0 3alpoCy 3akKas3uMka. B ciyuae eciv BbINIOSIHEHHE
orepaLyy COTPSDKEHO C U3MeHeHWeM MPOU3BOUTeTbHOCTH W/WIU U3ME@HEHUEM COCTOSIHUS JOCTYITHOCTH
OZJHOTO WM HEeCKOJIbKMX CePBHCOB, MCIIOJMHUTENb 00s3aH COrJlacoBaTh JaHHBIE PA0OOTHI C 3aKa3uMKOM,

yKa3saB eMy TJlaHUpYyeMblii TIpOCTOoi B pabore.

6.3. IlepeueHb 00BEKTOB TiporpaMMHONM dYacTd CHCTeMBI, TOJIeXAMUX TEeXHUUYECKOMY
o0cy)kKMBaHUIO, COZiepKUTCs B Tabmuiie Ned HacTosiiero T3.
Tabsuia Nod
No KomuectBo u
I /1'1 HavmeHoBaHMe porpaMMHOro obecrieueHust e/lMHULIA
V3MepeHUs
1 [TporpaMMHBIi KOMILIEKC «3Be3za» 9 wr
) (PeectpoBas 3anucek Ne16845 ot 01.03.2023) )
OnepalrioHHasi cMCTeMa ClieljarbHOro HasHaueHus «Astra Linux Special Edition»
2. (YpoBeHb 3alUII[eHHOCTH «Y CUIeHHbIN» («BopoHex»)) 8 mir.
(PeectpoBas 3anucek Ne369 ot 08.04.2016)
OmnepalMoHHasi CHCTeMa CIiel[iaJbHOTO Ha3HaueHus «Astra Linux Special Edition»
3. (ypoBeHs 3amuiieHHOCTH «ba3oBbiii» («Open»)) 4 1.
(PeectpoBas 3anuck Ne369 ot 08.04.2016)
PE/l OC (CeptudmuiupoBanHas pefakuus. Konurypanus: «Cepsep»
4. (pa3BepThIBaHME Ha BUPTYa/lbHBIX MalllMHaX)) 7 WT.
(PeectpoBas 3amuick Ne3751 ot 23.07.2017)
5 Kubep bakarn PaciivpeHHbIH (47151 GU3HUECKOTro cepBepa) 1 wr
) (PeectpoBas 3anuck Ne4161 ot 11.12.2017) )
CpegctBo kpunrorpaduyeckoit 3amumrel nHGopmaruu «Kpunrollpo CSP» Bepcun
6. 5.0» (gmst 1000 omHOBpEeMeHHBIX TTOAK/TFOUeHUI) 1 wr.
(PeectpoBas 3anuck Ne4332 ot 29.03.2018)
CpegctBo kpuntorpaduyeckoit 3amumrel nHGopmaruu «Kpunrollpo CSP» Bepcun
7. 5.0» (Ha ogHOM pabouem MecTe) 29 .
(PeectpoBas 3anuck Ne4332 ot 29.03.2018)
8 RuSIEM 1 wr
) (PeectpoBas 3anuck Ne3808 ot 16.08.2017) )
MaxPatrol VM
9. 1 w.

(PeectpoBas 3anuck Ne10583 ot 27.05.2021)




Kaspersky Endpoint Security aist 6usHeca — CtaHgapTHbIE» (JIutjeH3ust Ha 10
10. y3710B) 1 1.
(PeectpoBas 3anuck Ne205 ot 18.03.2016)
1 Kowmrinekc 6e3omacHocti «KoHTHHEHT» Bepcus 4 1
) (PeectpoBas 3arck Nel13885 oT 14.06.2022) )
CpenctBo kpuntorpaduyeckoit 3amursl uHhopmarum « AHcepITPO VideoGuard»
12. . 1 wr.
Bepcuu 1.1 B ucnosiHenuu A2-KC3 (ceTb 10 53 yCTpOHCTB)
13 CpegctBo Kpunrorpadryeckoit 3amutel uH(Gopmaruu «AHcepIIPO 1 e
" | VideoGuard»Bepcuu 1.1 B ucnonsennu ¥Y2-KC3 (ceTb 0 53 yCTPOKHCTB) )
Cpencto kpunrorpaduyeckoi 3amurtsl uHhopMaruu « AHcepITPO VideoGuard» B
14. . 1 wr.
ucrionHeHnnu C2-KC3 (ceTb fi0 53 yCTPOICTR)
15 ITAK «Cob6osb» ceprudukar ©CB (Bepcus 4.4) 3 1t
) (PeectpoBas 3anuck Ne612 ot 29.04.2016) )
16 CrerianbHOe TiporpaMmMHoe obecrnieuenre «Ckanep UTC» 1 e
) (PeectpoBas 3anuck Ne23299 ot 15.07.2024) )

7. TexHuueckasi U KOHCY/IbTal[MOHHAs O JeprKKa MoJib3oBaresneii CucTeMbl

7.1. KoHcynbTHpOBaHMe TMO/b30BaTesiell 1O  BorpocaMm  (YHKUMOHMpOBaHUs  CHCTeMbl
(npenoctaBneHue UHGOPMaLMM, SKCTIEPTHBIX OLIEHOK U peKOMeH/jalluii);

7.2. CopelicTBHe B TIOA/[epXKaHUHM PAOOTOCTIOCOOHOCTH U YIIpaBIeHUHM 00beKTaMU 00CTy)KUBaHHST;

7.3. TlonHbl LMK paboOThl C 3ampocaMu: PeruCTpaLyio, KaacCU(pHKAIMI0, MaplIpyTHU3aluio,
00paboTKy U 3aKphbITHe (peliieHre MpoOIeMbl).

8. ITopsimok 1 TpeOOBaHMS K OKa3aHUIO YCITyT

8.1 VcnonauTensb 06si3aH:

8.1.1. B cpok He ro37Hee 7 (ceMu) HeH Moc/ie 3aK/II0UeHrs1 KOHTPaKTa pa3paboTaTh M COT/IacoBaTh
«PernameHT oka3zaHusi yciiyr» (fanee — PersiaMeHT) v HarpaBUTh 3aKa3uuKYy [i7Isl COT/IacOBaHUs. [JOKyMeHT
JO/DKeH BKJIFOUaTh BCe OMWCAHUs, O0ecreurBarolyie KayeCTBEHHOE OKa3aHHe YC/Iyr COrJIaCHO
Hacrtosemy T3, B ToM uuce:

- IOPSIJ0K B3aUMO/IeCTBUS 3aKa3urKa U UCIIOTHUTEIS;

- 30HbI OTBETCTBEHHOCTH 3aKa3uMKa U UCTIOJTHUTEIS;

- Tpolenypy TmpeAocTaBiaeHuss goctynoB K WMT-uHbpacTpyKType 3aka3uuka CIielydaanucTaM
VICTIOJTHUTeJIS;

- TIpoLlelypy MOAeP>KKH M0/Ib30BaTesiel;

- IpoLeAlypy YIIpaB/eHusl MHLW/eHTaMu;

- ympaB/ieHWe 3arnpocamMyd Ha O0OC/Ty)KHBaHHe [jisi WCIIOJHEeHWs] 3alpocoB, He CBSI3aHHBIX C
yCTpaHeHHeM WHLWJEHTOB, HO TpeOyroluMu obecriedeHusi JeMCTBUM, HAlpaB/ieHHBIX Ha TMOAJEPKKY
Tipe/ioCTaB/IeHUs YCIyT;

- TipunokeHusi K PersameHTy: coryameHue o0 ypoBHe o6ciykuBaHus (SLA), cxembl
B3aUMO/IEMCTBUS M MaTpHlja 3CKajalid, JUCT perucTpaluv u3MeHeHWM, gopma 3asBKH Ha OKa3aHUe
yciyr, hopMa 3/IeKTPOHHOT'O JKypHasia OKa3aHUsl YC/IyT.

BHeceHne wu3MeHeHWi B PersameHT JomycKaeTcsi 1O OOOOJHOMY COTJIACHIO 3aKa3uMKa |
VICTIOJTHUTEJIS, C OTPa)KeHHueM U3MeHeHU B JIuCTe perucTpalyy n3MeHeH! .

[MTonoxeHus: PernaMenTa, a Tak»ke JIFOOble U3MEHEHHUs, KOTOPble MOTYT ObITb B HETO BHECEHBI, He
MOT'YT BJIMSITb Ha COCTaB, 00beM, MOPSJOK OLeHKH, TIPUBOJUTh K yXY/IIEHHIO0 KauecTBa OKa3bIBaeMbIX
yCJIyT, TIPelyCMOTPEHHBIX HACTOSIIUM T3, a Tak)Ke He I0/DKHBI [IPOTHBOPEUNThL TPeOOBAHUSAM KOHTPAKTA.

8.1.2. B uesnsix opraHy3anuu nporecca KOHTPOJIsl KaueCTBa OKa3aHUs yCIyr o Hactosimemy T3 u
pearmu3aiuu  PersamMeHTa OpraHW30BaTh CAy)KOy TeXHUYECKOW TMoOA/epKKU. VIHpopMaloHHOoe
B3aUMO/IEMCTBUE C 3aKa3uMKOM MCIIOTHUTE/b OCYIecTB/sieT mocpeAcTBoM VMHbOpMalMoHHON CUCTEMBbI
yIipaB/ieHUs1 3asgBKamMu wucnosHutens (panee - MCY3) B mopsiike, orpefeneHHOM PerjiamMeHTOM,
HactosiuM T3, a Takke Cornarienrem o6 ypoBHe obcmyxuBanusi (SLA).



3aka3zuuk mpoxogut peructpanuio B CY3 u m3yuaer mopsijok paboTel ¢ Heit. VcrmomHuTenb
nipefiocTaBsisieT HeobxoauMbIi foctyr B UCY 3 Ha 0CHOBaHUM 3asiBKM OT 3aKa3uMKa, KOTOPYIO OH JI0JDKeH
HarpaBUTh 10 COTJIaCOBAHHOMY KaHasly CBSI3U.

dyukiuoHanbHble TpeboBanuss k WMCY3 wucrosmHUTenss oripefesieHbl B TMpuiokeHUM Nel K
Hacrosuemy T3.

8.1.3 He mo3pgHee 5 (rATH) AHeN C JaThl 3aK/OYeHHs] KOHTPakKTa, pa3paboTaTb W HArpaBUThb
3aka3unkKy  KameHjgapHeii  maH — oOcsefoBaHusi 00bekToB  CHCTeMBI,  yKa3aHHBIX B
tabsmie Ne2 u Tabmuiie Ne3 HacTosiiero T3.

8.2. B cpok He no3gHee 3 (Tpex) AHeW C [aThl 3aK/JIHOYEHUs] KOHTPAKTa 3aKa34MK M UCIIOJHUTE b
Ha3HayalOT OTBETCTBEHHBIX JIML] CO CBOEW CTOPOHBI, YMOJHOMOYEHHBIX Ha MPUHSTHE OlepaTUBHBIX
pelIeHnid 1o TIOPSAKY M criocobam OKasaHWs yCIyT COTJIaCHO HacrosimeMmy T3, a Takke HeCyIux
OTBETCTBEHHOCTH 3a KaueCTBO U MOJIHOTY OKa3aHUsl YCJIYT B LIeJIOM.

[TepeueHb OTBeTCTBeHHBIX Ml (fjanee — [lepeueHb) [O/DKeH COepKaTh MUHUMA/bHBIA Habop
KOHTAKTHBIX J@HHBIX: A0/DKHOCTh, PUO, KOHTAaKTHBIA TenedoH (paboumii U MOOWUIBHBIN), afApec
3/1eKTPOHHOM 1ouThl. [Ipr HeobxoauMocTH [TepeueHb MOXKeT OBITH pPacIIMpeH Kak B YaCTH KOHTaKTHBIX
JAHHBIX, TaK M CpeJCTB KOMMYyHHKaiuu. O /roObIX HM3MeHeHUsiX B KOHTaKTHOW WH(opMaiuu
OTBETCTBEHHBIX JIMLI, 3aKa3YWK M MCIIOJHUTE/b 00si3aHbl YBEJOMUTH JPYT /Apyra B TeueHue 3 (Tpex)
pabouux AiHel C MOMeHTa BO3HUKHOBEHUSI TaKUX W3MeHeHUH.

8.3. Ilpuemka 06BvekTOB CHCTEMBI, TOAEKALMX O0CTYKMBAaHHUIO, TTPOBOAUTCS WCIIOTHUTE/IEM
MyTeM 0CMOTpa UH(PPACTPYKTYPBI, TiepeiaBaeMoi 3aKa3urMKoM Ji7Isi TeXHUUeCKoro o6c/tykuBanus. [Joryck
CreLMaMCTOB UCTIOMHUTEIS K OKa3aHUIO yCJIyT paspellaeTcsl TOAbKO MOoCe MOJNMCaHusl KOHTPAaKTa.

OxkazaHue yCIyr OCYLeCTB/SIeTCS Ha OCHOBaHWM YTBepXJEHHOro PerysameHTa M B CTpPOroM
COOTBETCTBUM C TapaMeTpaMyd M KPHUTepHSIMM KauecTBa, 3akKperuiéHHbIMU B CoryameHnd o6 ypoBHe
o6cnyxuBanus (SLA).

9. TpeboBaHMs K TMHIBUCTUUECKOMY 00€CTIeueHuIo.

Bce 3kpaHHble (OPMbI, BbIXO/IHbIE (DOPMBI, MHCTPYKIMU TI0 paboTe, BCS JOKYMEHTAILUSI JI0/KHBI
OBbITH BBITTOJIHEHBI HA PYCCKOM si3bIKe. VICK/TIOUeHHsT MOT'YT COCTaBJ/ISITh TOJIbKO CUCTEMHBIE COOOILeHHS], He
nojyiexaiue pycudukanuu. Habop cumBonoB — kupwumia. Ludposas nHbopMaius momkHa ObITH
oTpa)keHa apabCKUMU I paMH.

10. TpeboBaHus1 K MaTEHTHOM YMCTOTE U MIATEHTOCIIOCOOHOCTH.

[TporpamMHOe obecrieueHHe [O/DKHO OBbITh CBOOOZHBIM OT BO3MOKHOCTH TIPe/bSBIEHUS
OCHOBAHHBIX Ha UHTEJIJIEKTYa/IbHOM WJTH IPYTOM COOCTBEHHOCTH JTFOOBIX TIPAB Y MPUTSI3aHUHN TPEThUX JIULI.
[TporpaMmHbIe U armmapaTHele u3fenus (KomroHeHTbl 1O XpaHeHUs! [JaHHBIX) [JO/DKHBI 00saaTh
TIATeHTHOW YHMCTOTOM Ha Tepputopur Poccuu.

[lo BceM TeXHHUECKMM U TIPOTPAMMHBIM CpeJCTBaM [IO/DKHBI  COOMIOAAThCS  yCIOBUS
JIMLIEH3WOHHBIX COTJIAIIeHUH U 00ecrieunBaThCs TIaTeHTHAst YUCTOTa.

TexHuueckue, TPOrPaMMHbIE, OpPraHU3al[HOHHbIE W WHbIE peLIeHHs, MpPeJyCMOTPEHHbBIX
HactosiiuM T3, He JOJDKHBI IPUBOJUTE K HAPYIIEHHUIO aBTOPCKUX U CMEXKHBIX TIPaB TPETHUX JIUII.

T1py UCIOIBb30BaHUY MPOTPAaMM, MTPOTPAMMHBIX KOMITJIEKCOB W/IM KOMITOHEHTOB, pa3paboTaHHBIX
TPeThbUMH JIML[AMH, YCIOBHS], Ha KOTOPBIX Tlepe/jaeTcsi TpaBO Ha HMCIIO/Ib30BaHUe (UCTIOTHEHWE) 3THX
MPOrpaMM, He J0/DKHBI IPUBOJUTH K BOSHUKHOBEHUIO OTPaHUYeHUH, MPEMsSTCTBYIOLMX HCIOIb30BaHHIO
ITO 1o ero nmpsiMOMY Ha3HAYeHHUIO.



dyHKI[MOHaMbHBIE TpeOoBaHus K cucteme VICY 3

[Tpunoxxenuve Ne 1 K TeXHUUECKOMY 3a/JaHUIO

Ne /1 TpeboBanus Hanmmune
1. YyeT 3adBOK
1.1. Co3paHue 3as1BOK I10 MTUCbMY, Yepe3 UHTepdelic, uepe3 ¢dopMy Ha caiTe 00s13aTesTbHO
1.2. JobaByieHre KOMMEHTApHEB K 3asiBKe Uepe3 MUChbMEeHHbBIN OTBET Ha YBEIOMJIEHHE OT CUCTEMBI 00s13aTeNbHO
1.3 Co3/1aHue 110/1b30BaTe/IbCKUX (DUIBTPOB U ITPe/ICTaB/IeHUH 110 3asiBKaM 00s13aTeIbHO
1.4. IMopcucrema yBegoMieHUH o0s13aTeNIbHO
1.5. Bio’keHre CKPUHILIOTOB, B T.4. U3 Oydepa obmMeHa 00si3aTesTbHO
1.6. IkcriopT B dhopmarthl xls, xIsx 00s13aTeNIbHO
1.7. HacTpoiika MaTpuibl Nepexo/loB CTaTyCOB 3asiBOK 00s13aTeNIbHO
1.8. CucreMa yueTa y/I0BJETBOPEHHOCTH K/IMEHTa 00s13aTeNbHO
1.9. WcTropus usmeHeHui 00s13aTeNbHO
1.10. ITouck oTBeTOB MO 3asBKaM B ba3se 3HaHul 00s13aTe/TbHO
2. YripaB/ieHUe aKTUBaMu
2.1. Co3/laHKe TUIOB aKTHUBOB C 3a/JaHKeM aTpUOYTOB 00s13aTeIbHO
2.2 BefieHne 1peBOBUHOM CTPYKTYPbI aKTUBOB 00s13aTeNbHO
2.3. [IpuBsA3Ka akTHUBOB K 3asiBKaM. OTuUeTsI [10 aKTHBaM 00s13aTeNbHO
2.4. VicTopus u3MeHeHuI 0 aKTUBY 00si3aTesTbHO
2.5. JInHelHbIe CBA3U TUIA «aKTUB-aKTUB», «aKTUB I10/1b30BaTe/Ib» U T.II. 0bs3aTeILHO
2.6. 3akperjieHHe BJiajie/iblia 3a aKTUBOM 00s13aTeIbHO
3. basza 3HaHui
3.1. Bejienue 6a3bl 3HAHUH o0s13aTennbHO
3.2. Pa3rpaHvueHue npaB focTyna K pa3fenaMm b3 v fokyMeHTaM /1 110J/Ib30BaTe/el/KOMIIaHH/CepBUCOB 00s13aTesTIbHO
3.3. CucreMa TeroB Jijis1 JOKyMeHTOB b3 00s13aTeIbHO
3.4. ITepeHoc 3asiBKU (MHIMZIEHTa) B 6a3y 3HAHUI 00s13aTeIbHO
3.5. IToTHOTEKCTOBBIM MOUCK I0 AoKyMeHTaM b3 00s13aTeIbHO
36. Bo3moxkHocTh noncka no b3 u3 kapTouku 3asBKu. [1ouck mo Teram, no coziep>kMMoMy cTaTteld. BcTaBKka NpsIMBIX CCbUIOK Ha cTaTeM b3 B 06S3ATENLHO
KOMMEHTAapH1U K 3asiBKaM
3.7. Peiitunr nonynspHocTty cratei b3. Pe3ynbTaThl 1oncka crateil B B3 COpTUPYIOTCS IO PEMTHHTY HOITYISIPHOCTH 00s13aTeIbHO
4. I'nbKasi cucteMa MoJTHOMOYMH
4.1. B03MO)XHOCTb CO371aHHsI HOBBIX POJiel MoJib30BaTesnel 00s13aTeNBHO
4.2. Bo03M0)XHOCTH Ha3HauyeHHs 10/Ib30BaTe/Iel Ha pa3Hble CEPBUCHI C pa3HBIMU POISIMU 00s13aTesTbHO
5. Mogynb 0TUeTOB




5.1. CBOJIHBIN OTYET M0 CEepBUCAM 00s13aTeTbHO

5.2 [o akTBaM 00s13aTeNbHO

5.3. Ilo ycrnonHuTeIIM 00s13aTeNbHO

5.4. ITo 3asiBuTensm 00s13aTeNIbHO

5.6. ITo kaTeropusim 006s13aTe/IbHO

5.7. BcTpoeHHbIH rHOKHA KOHCTPYKTOP OTUETOB, TIO3BOJISIOLIMN CenaTh 0TYeT 110 0001 nHdopMalyy B cucTemMe 00s13aTesIbHO
6. ITpourie 0COOEHHOCTH

6.1 YacoBble nosica. Bo3MoXXHOCTL paboTaTh B CUCTEME T10/Tb30BATE/ISIM M3 Pa3HbIX YaCOBLIX MOSICOB B IIITATHOM PE>KHME: BCe CPOKHU TI0 OBS3ATENLHO
o 3asBKaM 0TOOpa)KaroTCs C y4eTOM BPeMeHHOM TMONpaBKW KOHKPETHOTO YacOBOT0 Mosica

6.2, ABTOMaTHuecKas 3CKananus. Bo3aMOXXHOCTb yBeOMJIATh OTBETCTBEHHBIX COTPY/JHUKOB O MIPOCPOUKE 3aBKH Ha N yacos/nHel, 0 06SI3ATE/BHO

ripocpouke B N pa3. Bo3M0OXXHOCTh aBTOMAaTH4YeCKOT0 TlepeHa3HaueHHsl MCTIO/THUTe el B cylyuae POCPOYKHU
6.3, DyHKLIMOHA corjlacoBaHusl. Bo3M0OXXKHOCTE HAaCTPOIKY MpolLie/[yphl COTIaCOBaHUS 3asiBKU KaK HECKOJBKUMU COTPYAHUKAMU, TaK U KeM- 0BS3ATENHO

b0 OJHWM W3 I'PYIIIIbI. Bo3Mo)xHOCTB BEIBOJ A reyaTHOMN CbOprI




